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ABSTRACT

A large proportion of email messages in an average Internet
user’s inbox are unwanted commercial messages from mailing
lists, bots, and so on. Although such messages often include
instructions to unsubscribe, people still struggle with stopping
unwanted email. We investigated the user experience of un-
subscribing from unwanted email messages by recruiting 18
individuals for via a lab study followed by semi-structured
interviews. Based on unsubscribing practices of the study
participants, we synthesized eight common unsubscription
mechanisms and identified the corresponding user experience
challenges. We further uncovered alternative practices aimed
at circumventing the need to unsubscribe. Our findings reveal
frustration with the prevailing options for limiting access to the
self by managing email boundaries. We apply our insight to
offer design suggestions that could help commercial providers
improve the user experience of unsubscribing and provide
users more control over the email they receive.
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INTRODUCTION

In recent years, email has shifted from a medium for interper-
sonal communication to a channel used extensively for com-
munication between individuals and institutions. As people
have begun using other kinds of messaging services to commu-
nicate with friends, family, and colleagues, email has become
dominated by messages sent from mailing lists, businesses, po-
litical candidates, doctors’ offices, and social websites, among
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others [2]. One study estimated that more than 90% of non-
spam email consists of automated messages from institutional
senders [4]. As a result, the overall volume of email continues
to increase. In 2018, over 250 billion email messages were
sent and received each day [10]. Nearly forty-five percent
of these messages were deemed spam!. Although effective
filters prevent most spam from making it to inboxes, people
still report receiving large amounts of unwanted email [9]. Yet,
email systems currently provide few technical mechanisms to
help manage or prevent unwanted email.

Unsubscribing as a way to manage unwanted email is differ-
ent from other strategies, such as leaving messages unread or
mass-deleting unwanted email [4], because it involves explic-
itly signalling to the sender that the email is unwanted. Users
must rely on the institutions that send them unwanted email
to provide a way to opt out and, subsequently, to honor their
wishes by not sending such email in the future. While many
countries have enacted legislation requiring that institutions
allow people to opt out of marketing communications (e.g., the
CAN-SPAM Act of 2003 in the United States [18]), these regu-
lations may not ensure that opt-out options are obvious or that
people are successful in achieving their goal of unsubscribing.

To understand the challenges related to unsubscribing from
unwanted email, we conducted a study in which we observed
people while they tried to unsubscribe and interviewed them
about the experience. Unsubscribe mechanisms have the po-
tential to be an important tool for users to engage in boundary
management to prevent unwanted email from reaching them.
In reality, we found that study participants faced many prob-
lems and barriers when they tried to unsubscribe.

Based on the email messages encountered during the study,
we contribute representations of the process flows of a variety
of unsubscription mechanisms and describe corresponding
challenges encountered when attempting to unsubscribe. We
further identify the reasons people choose to unsubscribe from
unwanted email (or not) and report the alternatives adopted by
some participants to circumvent the process of unsubscribing.
We connect the findings of the study to theories that define
privacy as a process of boundary regulation in which people
aim to manage their levels of accessibility to others [1]. Finally,
we offer design recommendations for commercial senders and
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email providers that could help improve the user experience
of unsubscribing from unwanted email.

BACKGROUND

Our work is motivated by the overload created by ever increas-
ing volumes of incoming email, requiring users to develop
various coping strategies.

Users are Overwhelmed by Institutional Email

Research on email use has identified a major shift in recent
years, from interpersonal communication to institutional com-
munication. People rarely communicate with friends and fam-
ily via email anymore. Rather, email is used mostly for corre-
sponding with coworkers and receiving mass automated email
from institutions or commercial senders [2,4]. In an interview
study, Bentley et al. [2] found that users were subscribed to
93 different email lists, on average, and more than two thirds
reported using email mainly for receiving information about
deals and coupons.

The shift in email use has meant a corresponding shift in the
nature of email overload. Whittaker and Sidner defined email
overload as the use of email for tasks other than communica-
tion, like managing to-dos or information management [21].
However, email overload today typically results from receiving
an overwhelming amount of automated messages. One study
estimated that more than 90% of non-spam email consists of
automated messages from institutional senders [4]. Another
study found that 95% of such email was subscription-based [7].
The large amount of institutional email is causing people to
feel more and more overwhelmed [2,9].

Institutional or commercial email may be overwhelming and
unwanted, but it is not what users consider spam [9]. People
tend to use the term “spam” to refer to unsolicited or unwanted
email that is potentially harmful or malicious [16]. Spam
filters cannot effectively deal with such non-spam unwanted
email because there is less agreement across users about how
it should be handled. People actually want to receive some of
the commercial or marketing email [6, 19], thus creating too
much inconsistency in preferences that prevents automated
spam filtering solutions to be broadly effective in tackling
non-spam unwanted email.

Current Solutions are Ineffective

When given an effective mechanism, people are known to
assert control over the ability of other parties to contact them.
When the United States instituted a national Do-Not-Call reg-
istry in 2003 to prevent unsolicited telemarketing phone calls,
more than 100 million telephone numbers were registered
within two years [12]. An empirical analysis of registrations
showed that telemarketers increased the number of calls to
those not on the list, assuming that not signing up for the
registry indicated that these individuals were more receptive
to telemarketing calls. Consequently, even more people regis-
tered to avoid the increased telemarketing resulting from not
being in the registry [8].

In many countries, there is legislation in place to help prevent
unwanted commercial email. The U.S. CAN-SPAM Act of

2003 [18] mandates that commercial senders may send un-
solicited email to anyone who has not explicitly opted out,
provided the email does not involve deception and the sender
honors requests to opt out [17]. However, few people currently
attempt to exercise opt-out options [3]. Usability problems
with unsubscribe mechanisms in email messages may be partly
responsible for the under-utilization of unsubscribing. The
Nielsen Norman Group reported that senders often hide un-
subscribe options in links that are hard for users to see and
require going through many confusing steps in order to unsub-
scribe [6]. The report indicates that senders of subscription-
based email may be intentionally making it difficult for people
to unsubscribe, not recognizing the potentially negative impact
on user trust created by these unsubscription barriers.

Users Must Cope with Unwanted Email

Anyone can send email to someone simply by knowing the per-
son’s email address. Recipients cannot prevent senders from
contacting them, thus making it challenging to avoid unwanted
email. The email protocol does not provide a mechanism to
prevent the receipt of certain messages and not others [7].
In the absence of effective mechanisms to prevent senders
from barraging recipients with unwanted institutional or com-
mercial email, people typically cope with the overload by not
opening most of the email messages they receive, leaving them
unread [2]. A large-scale analysis of email inboxes found that,
on average, 85% of email messages are never read [4], and a
similar study reported that nearly 90% of deleted email mes-
sages were not read before deletion [7]. Some users are so
overwhelmed by unwanted email that they abandon their email
accounts altogether and start fresh with new accounts [2].

Altman [1] defined privacy as “selective control of access to
the self.” The ability to manage email boundaries by prevent-
ing unwanted communication from others is an important part
of such control. While researchers have applied Altman’s
theoretical characterization to information/data privacy, his
original conceptualization describes privacy as “an interper-
sonal boundary control process” [1]. In addition, Petronio [15]
argues that people need the ability to negotiate appropriate
communication boundaries in cooperation with other individ-
uals and institutions and the assurance that those boundaries
will be respected. Boundary coordination is an important
aspect of protecting oneself from threats to one’s autonomy
through manipulation by others [14].

Email users need better ways to define boundaries and exert
control over the overwhelming amount of incoming commer-
cial email. While research has examined opt-out practices for
online behavioral advertising [13], there has not yet been a
similar investigation of opting out of email by unsubscribing.
We fill this gap with an in-depth study of why and how peo-
ple unsubscribe (or not) from email messages they consider
unwanted. Understanding the various facets of unsubscription
practices, workarounds, and motivations would help people
navigate their email better in terms of the content they find
relevant. Focusing on people’s actions and thoughts while un-
subscribing can provide a way for companies to design more
accessible interfaces, implement alternative mechanisms for
unsubscribing and instill trust in their consumer base.



Table 1: Characteristics of the participants in the sample.

Age Daily Email
ID  Group Gender Volume Field
1 20-29 Non-binary 26-50 Psychology
2 60-69 Female 76-100 Informatics
3 20-29 Female >100 Cybersecurity
4  30-39 Female 10-25 Music Education
5 30-39 Male >100 Communication
6 60-69 Female 26-50
7 30-39 Male 10-25 Adult Education
8 60-69 Male 26-50
9 20-29 Female 51-75 Sociology/Spanish
10 40-49 Male >100
11 20-29 Male 10-25 Informatics
12 20-29 Male 10-25 Neuroscience/Biology
13 20-29 Female >100 Counseling Psychology
14 20-29 Male 10-25 Liberal Studies
15 30-39 No answer 51-75 Music
16 40-49 Male >100 Public Health
17 20-29 Female 10-25 Env. Science
18 20-29 Female 10-25 Marketing
METHOD

We investigated how users unsubscribe from unwanted email
by conducting an in-person study.

Recruitment and Screening

We recruited participants during the Spring and Summer of
2019 via flyers posted at Indiana University and around town in
Bloomington, Indiana. In addition, we posted advertisements
to online forums and mailing lists. The flyers and advertise-
ments included a link to an online screening questionnaire.
Anyone who encountered the link could fill out the screening
questionnaire. Anyone at least 18 years old and able to attend
an in-person lab study at Indiana University was eligible to
participate. Since we were studying individual preferences
that might vary across cultures, we recruited only those who
had resided in the United States for at least five years in order
to ensure sufficient cultural homogeneity in the sample. Prior
to the study, we asked those selected for participation to create
a new folder in their email applications and save at least 10 un-
wanted email messages received after we contacted them. We
further instructed these individuals not to try to unsubscribe
from these email messages before the study.

Participants

Eighteen people participated in the study. Table 1 provides
an overview of the participant characteristics. Apart from one
person who identified as non-binary and one who did not pro-
vide their gender, participants were equally split between men
and women. One participant was partially visually impaired.
Participant ages ranged from 22 to 64 years with half being
students 20-29 years old. Thirteen participants were under-
graduate or graduate students from a diversity of backgrounds
in terms of fields of study. Two participants were university
staff members, and the remaining three participants were res-
idents of Bloomington not affiliated with Indiana University.
This diversity of characteristics allowed us to identify aspects
of unsubscribing mechanisms and behavior that are common

across people who may use email in diverse ways. We con-
tinued collecting data until we reached a reasonable number
of participants for a homogeneous sample based on the guide-
lines of Guest et al. [11] and began to reach saturation in terms
of encountering similar unsubscribing behavior, motivations,
and barriers compared with those of earlier participants.

Study Session

Upon reviewing the study information sheet and consenting
to participate, we asked participants to login to their email
accounts using a lab computer. Next, we asked them to think
aloud while trying to unsubscribe from the unwanted email
messages they had been asked to save prior to the session.
Thinking aloud has been shown to be useful for collecting data
about people’s thoughts while performing tasks [5]. We did
not provide guidance or specific definitions of ‘unsubscribing’
or help the participants choose specific email messages for the
unsubscribing task. The protocol allowed us to observe diffi-
culties with the process of unsubscribing and understand the
factors that caused confusion and frustration. After finishing
with the saved unwanted email, those who agreed were asked
to attempt unsubscribing from email messages in their spam
or junk folders. We ensured that no one clicked on an email
message that appeared to be malicious based on the the sender
or the subject. Each participant unsubscribed from between 5
and 15 email messages, forming a corpus of 171 unsubscribe
attempts across a variety of email types.

At the end of the session, we conducted a short semi-structured
interview with the participants to understand their motivations
and behavior. The interview protocol consisted of general
questions about unsubscribing practices, task-specific ques-
tions relating to unsubscribing choices and behavior, and back-
ground questions about Internet-related practices. We asked
participants why they saved certain email messages for the
study to learn how they separated desired and unwanted email.

With permission from the participants, we screen recorded the
study sessions and audio recorded the post-study interviews
for transcription and analysis. The study lasted about 45-60
minutes per session. At the end, we asked participants to log
out of their email accounts and cleared all cookies on the lab
computer used for the study. We provided participation com-
pensation of U.S. $10. All study procedures were reviewed and
approved by the Institutional Review Boards (IRBs) of Indiana
University and Michigan State University. (See supplementary
materials for the study protocol and interview questions.)

Analysis

From the screen recordings of the study sessions, we wrote
a description of the process of unsubscribing from when the
participant clicked the unsubscribe or update preference link,
to unsubscription confirmation. These descriptions were then
combined and summarized based on similarities across partic-
ipants to form eight major mechanisms of unsubscribing. For
example, any unsubscribing process that involved a subscrip-
tion center (a web page with options for subscribing, email
frequency preferences, and unsubscribing) was combined into
a single mechanism (see Figure 3a).



We began by coding the transcripts of the first 12 study ses-
sions. We focused first on the parts of the unsubscribing tasks
where participants mentioned having trouble unsubscribing.
We identified challenges and frustrations based on participant
statements indicating surprise, confusion, or uncertainty. We
then analyzed the interview transcripts using an iterative in-
ductive approach involving open coding, pattern development,
and aggregation of responses by themes. In the first round of
coding, we focused on broad themes related to types of unsub-
scribing actions and beliefs about those actions. We formed
a codebook of higher-level themes synthesized from the first
12 participant sessions. We used the codebook to analyze the
transcripts of the remaining six sessions. Codes that appeared
only once were excluded from the analysis. Additional themes
that emerged from the remaining six sessions were were incor-
porated into the coding scheme as long as they were present
in more than one of the six study sessions.

We then made a pass through the entire data, aggregating
responses by themes across participants. The grouping of
themes used a theoretical lens grounded in Altman’s [1] char-
acterization of privacy as an “interpersonal boundary control
process,” and Petronio’s [15] theory of Communication Pri-
vacy Management. As we have argued, unsubscribing is one
way that users can establish a boundary between themselves
and senders of unwanted email. We brought this perspective
to bear by grouping emergent themes based on boundary ex-
pectations, boundary enforcement, and boundary turbulence
(i.e., poor boundary coordination between email senders and
recipients).

Limitations

Our analysis produced a summary of the unsubscription mech-
anisms that were commonly encountered by participants dur-
ing our study. However, there might be unsubscribing mech-
anisms that we did not encounter. It should be noted that
our focus was on email delivered to personal (i.e., non-work)
email inboxes. While work email may likely contain lower
proportions of unwanted messages, the nature of the unsub-
scribing considerations are identical regardless of whether
unwanted email is sent to personal or work email addresses.
Although we believe that our approach is suitable for yielding
rich detail on unsubscribing from unwanted email, our find-
ings are necessarily limited by the convenience sample. The
sample is homogeneous as all participants are from the United
States and connected to a large public university. Moreover,
the sample contains a disproportionately large percentage of
students and young individuals who are likely more knowl-
edgeable about technology than the general population. The
challenges faced by the participants despite higher likelihood
of being technically savvy suggest that the situation for the
general population is likely to be worse. Although online ses-
sions with remote participants might have helped us solicit a
broader sample, we chose an in-person approach to allow finer
observations and detailed follow-up questions.

FINDINGS

Our analysis uncovered commonly encountered unsubscribing
processes with poor user experience that hindered effective
boundary management and created boundary turbulence.
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(a) One-Click Unsubscribe: Clicking the unsubscribe link unsubscribes
directly without additional clicks.
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(b) Unsubscribe Link with Confirmation: Unsubscribe link provided by
the email provider usually at the top of the email message. The link either
opens the landing page linked to the unsubscribe link within the message
body or directly confirms the process worked, with a few verification steps.
Confirmation is typically presented at the top of the message.

! !submit

Confirmation

(c) Landing Page with Toggle: Unsubscribe link points to a landing page
with an unsubscribe toggle, usually set to opt-in, followed by a confirmation.

Figure 1: Unsubscribing mechanisms reported by participants
to be easy and convenient. Blue boxes denote the process
or entity encountered during the unsubscribing process, and
orange boxes indicate the page confirming the outcome.

Unsubscribing Mechanisms

We consolidated the processes of unsubscribing followed by
the participants into eight different mechanisms presented in
Figures 1-3. The processes start at the ‘unsubscribe link’ (a
general reference to the start of the unsubscribe process which
did not always visually look like a link) and end with a ‘con-
firmation’ (the point at which participants believed they had
successfully unsubscribed). The path length in each diagram
depicts the number of steps necessary to complete the process
via the corresponding mechanism. In the cases of mecha-
nisms with multiple steps, whether participants encountered
the mechanism fully or partially depended on the characteris-
tics of the respective email messages. Observing participants
as they attempted to unsubscribe revealed their preferences,
expectations and frustrations regarding the operational imple-
mentation of the mechanisms.

Convenient Mechanisms for Unsubscribing

Figure 1 shows the unsubscribing mechanisms participants
found the most straightforward. Figure 1a depicts unsubscrib-
ing with a single click on an unsubscribe link which led to
a confirmation that the action had been successful; this was
the mechanism that participants found the easiest and quick-
est to follow. The unsubscribe functionality provided by the
email provider (GMail, Yahoo, etc.) was the most visible and
relieved participants from the burden of scrolling through the
email message in order to find an obscure unsubscribe link
(see Figure 1b). Participants also found the mechanism that
required a toggle switch for the subscription (see Figure 1c)



submit
click -
-

(a) Multiple Confirmation Pages: Unsubscribe link points to a chain of
pages, first asking for the email address. Optional feedback is sought at the
end. In rare cases, mandatory feedback is needed prior to completing the

unsubscribe process.
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(b) Broken Link: Unsubscribe link leads to a page that is blank, flagged by
the browser as suspicious, or broken in some form.

Figure 2: Unsubscribing mechanisms that participants found
somewhat inconvenient and difficult. Blue boxes denote the
process or entity encountered during the unsubscribing pro-
cess, and orange boxes indicate the page confirming the out-
come.

easy to deal with, even though they found that it unnecessarily
introduced the extra step of needing to deal with the switch.

Challenging Mechanisms for Unsubscribing

Mechanisms presented in Figures 2 and 3 posed participants
with various difficulties. In particular, Subscription Center
(see Figure 3a), Unsubscribe Through Login (see Figure 3b),
and Reply to Unsubscribe (see Figure 3c) presented major
barriers to unsubscribing. For instance, no participant was
able to unsubscribe successfully when the process required
login. Similarly, writing an email message to a person or a
mailing list was considered undesirable. P4 avoided the action
owing to her familiarity with the members of the lists. Reply to
Unsubscribe was, however, rare and occurred only three times
in the study. Participants found mechanisms with multiple
confirmation pages (see Figure 2a) particularly annoying be-
cause of being asked multiple times to enter basic information,
such as an email address. Participants were not thrilled when
businesses burdened them with inputting information that was
already known to the business. In addition, participants did
not appreciate being asked for reasons for unsubscribing and
believed that the organizations were intentionally trying to
make the process more difficult for business purposes.

Most mechanisms ended with a confirmation page. The excep-
tions were Reply to Unsubscribe (see Figure 3c) and Broken
Link (see Figure 2b), neither of which were successfully com-
pleted by even a single participant. The confirmations, shown
by the orange boxes in Figures 1-3, indicate that the unsub-
scription process has reached the end. Yet, confirmation pages
did not often provide a clear indication that the process had
ended. While some confirmation pages explicitly mentioned
that the participant had been opted out of future email, many
presented ambiguous messages like ‘the request is being pro-
cessed’ or ‘preferences have been saved.’

With the exception of 2 cases out of 171, none of the confirma-
tion messages assured participants that they would continue
to receive email messages pertaining to orders and important

click submit
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Pre-filled email address
Additional personal information
Settings for email/text
notification frequency
Checkboxes/buttons for
opting in or out
of one or more mailing lists

(a) Subscription Center: Clicking unsubscribe link brings up a subscription
center page containing parts or all of the elements shown in the figure.

click submit,
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(b) Unsubscribe Through Login: Unsubscribing functionality can be ac-
cessed only after logging in. Login may involve additional burden such as
multi-factor authentication, device confirmation, etc.

. . - .

(c) Reply to Unsubscribe: Unsubscribing requires replying to the mailing
list or emailing the administrator of the mailing list.

Figure 3: Mechanisms that participants found the most chal-
lenging and cumbersome. Blue boxes denote the process or
entity encountered during the unsubscribing process, orange
boxes indicate the page confirming the outcome

account updates after unsubscribing from promotional con-
tent. For example, email messages from Amazon contain
unsubscribe links, but participants were not sure if clicking the
unsubscribe link in the email messages received from Amazon
would unsubscribe them from receiving desired Amazon email
messages related to payments and order tracking.

Poor User Experience

The difficulties faced by the participants in navigating the un-
subscribe process often stemmed from the inconsistent and
poorly designed user experience across the various mecha-
nisms we described above.

Initiating the Unsubscribing Process

At the beginning of each unsubscribing task, all participants
immediately scrolled to the bottom of the email message and
searched for a link labeled ‘unsubscribe.” Often, instead of
using the commonly expected word “‘unsubscribe,” the unsub-
scribe link was marked with alternate text, such as ‘Click Here.’
Use of alternate terms required more effort from participants
to find the link needed to initiate unsubscription.

Unsubscribe links were not always easy to spot. The links
were typically formatted with a tiny font and a color with
low contrast against the background and buried among several
other links. The low visibility of the links was especially
problematic for the visually impaired participant. It took her a
long time to scroll through large chunks of text to find hard-to-
spot unsubscribe links:



“...my eyes just take a long time to focus on each space.
So if it isn’t like, sign up, well if I can sign up then I
should be able to unsign up, but no. .. You have to scroll
down to find it. Not good.” — (P6, Female, 60-69)

Occasionally, email messages were truncated by the email
client before the unsubscribe link was visible. P2 required
researcher intervention to find the unsubscribe link upon en-
countering such a situation. P10 mentioned that the truncation
made it difficult for him to unsubscribe while accessing email
on a mobile device. P12 pointed out that it would be hard for
older adults and those with low technical skills to “figure out”
how to unsubscribe.

Some unsubscribe mechanisms, such as Unsubscribe Through
Login (see Figure 3b), required that participants remember and
enter the email address they used to sign up for the unwanted
email message in question. When faced with such cases, 5
participants were unable to recall the email address they had
used. Participants were greatly frustrated by being asked to
recall the applicable email address, especially because they
expected the sender to know the email address to which the
email was sent. Participants desired that unsubscribing be
possible just by “hitting the button” (P7).

Conveying the Unsubscribe Request

Some landing pages presented options for subscribing as well
as unsubscribing, causing confusion among participants as
they could not be certain whether they were unsubscribing or
signing up for additional content:

“Now I don’t know if I’'m deleting the subscription or if
I’'m signing up for something else.” — (P5, Male, 30-39)

P9 and P15 experienced similar confusion regarding email
messages that included ‘subscribe’ as well as ‘unsubscribe’
links, causing them to switch between the two accidentally.
P9 conjectured that the message might have been forwarded
and hence provided a subscribe link should the user wish to
subscribe to the service.

Participants were concerned about unintentionally subscribing
for even more unwanted email and co-presence of subscrip-
tion and unsubscription options required them to devote extra
attention and effort to ensure successful unsubscription. P16
demanded additional verification and guarantees as he doubted
that the unsubscribe was being honored.

Establishing Successful Unsubscription

Participants found it difficult to figure out how their request to
unsubscribe was handled. Lack of clear and immediate feed-
back caused participants to wonder if they were successfully
unsubscribed. Participants were confused by messages such as
“Your request has been processed’ or ‘Your preferences have
been updated’ as the messages did not confirm unsubscription:

“I don’t know what that means, maybe I’ll still get a
few extra emails from them over the next few weeks as
they’re processing my request?” — (P5, Male, 30-39)

Due to the ambiguous nature of the feedback, P5 and P9 were
unsure whether they unsubscribed successfully in cases where
the button on the landing page was labeled ‘update.” For

instance, P9 found it confusing to unsubscribe from Survey-
Monkey email messages because the ‘unsubscribe’ link on the
landing pages was broken but the ‘update’ link worked.

Some confirmation pages mentioned specific lengths of time
required for the the unsubscription to take effect. Typical time
periods ranged from 24 hours to 7 days. When participants
encountered such messages, they were frustrated and puzzled
that an automated system would require such a long time to
unsubscribe them:

“This could take 24 hours, 72 hours. It’s like, it’s a
computer. I could turn you off right now. You know, so I
don’t understand why they say that. I mean, I know why
they say it, but it looks like it should be automatic. You
know, it updates in two minutes, five minutes. I can place
an order. ..within a matter of minutes. I would think
unsubscribed could be the same way.” — (P2, Female,
60-69)

While two participants believed that the process of unsubscrib-
ing had worked for them in the past, others mentioned they
felt that they keep getting unwanted email even after trying to
unsubscribe multiple times:

“I know that I have unsubscribed from this one before.
That’s why it’s gone to junk because I keep unsubscribing
and it keeps sending me email[s].” — (P4, Female, 30-39)

P4 believed that the only way to verify whether unsubscribing
worked is to check for future email messages. As a result, she
was reluctant to trust the process of unsubscribing.

Some email messages included an unsubscribe link at the top
of the email. Such a link was provided by the email provider
to allow participants to unsubscribe directly without going
through the tedium of the typical unsubscribing mechanisms.
With the exception of P17, none of the participants who no-
ticed or used the link believed that it worked:

“...looks like GMail has a thing. I’ve done this though,
and sometimes these don’t work” — (P11, Male, 20-29)

While P4 said that “if never works,” P9 was curious to try it
out during the study session. P9 proceeded to click the “Learn
More” link presented by GMail alongside the unsubscribe link,
thus discovering that it takes a few days to unsubscribe using
the link, which was not intuitive.

Boundary Management for Unwanted Email

Every email message that arrives in a user’s inbox demands
attention and action. One of the fundamental characteristics
of email is that anyone who has a person’s email address can
send email messages to that person. Consequently, it can
be hard for users to establish boundaries between acceptable
and unacceptable email messages. Participants in our study
wanted to establish boundaries by preventing some of the
incoming email from reaching them. Although participants
believed that unsubscribing was a useful and legally enforced
way to manage email boundaries, they largely perceived it as
an impractical, inefficient, and inconvenient method that they
would not actually use. Instead, they usually looked for other
ways to get rid of unwanted email.



Ways of Enforcing Boundaries

Although we did not screen participants based on volume
of received email, all participants reported receiving a high
volume of email everyday, with a third of the participants
receiving over 75 unwanted email messages a day. Yet, un-
subscribing was rare. Almost half of the participants deleted
the email message immediately after unsubscribing, with one
of them hoping it would be auto-deleted. Most participants
chose to get rid of unwanted email via approaches other than
unsubscribing. Participants were more accustomed to deleting
unwanted messages and found it to be the easiest method to
reduce unwanted email in the inbox. P7 even remarked that
he “... had that knee jerk reaction to swipe left to delete them.”
Many participants believed that unsubscribing would not work
and considered it more convenient to send unwanted email
to the trash folder where it would be automatically deleted
after a stipulated period of time. P16 reported that it was
more efficient and effective to pick and choose emails that
were wanted and discard everything else in order to enforce
boundaries between wanted and unwanted information.

In cases of extreme annoyance, participants would mark the
received email as spam just to get it out of their inbox:

“...my understanding is if you spam something, that will
stop those emails coming.” — (P8, Male, 60-69)

Marking email as spam thus served as a boundary enforce-
ment technique that participants believed would prevent future
unwanted email from appearing in inboxes.

Desire for Firm Boundaries

Email from specific senders was frequently identified as un-
wanted when participants no longer maintained the earlier
relationship with those senders. Relocating to a different
geographic location was most common circumstance that ne-
cessitated changes in prior connections:

“I have not been in Minnesota for almost six years, so
there’s really no need for this email anymore.” — (PS5,
Male, 30-39)

Other unwanted email was caused by making a purchase from
a business, resulting in a seemingly never-ending stream of
marketing email from that business:

“I think I bought one item from them one time and now I
get a billion emails.” (P1, Non-binary, 20-29)

Yet, participants grudgingly accepted some commercial email
because they wanted to receive content such as special deals,
event information, promotional offers, etc. At the same time,
participants were annoyed by the frequency of such email:

“...they must send an email about every hour. It’s like
way too much. So it almost makes me not want to shop
there, because they’re annoying.” — (P2, Female, 60-69)

Participants were averse to email from political campaigns ask-
ing for donations even though they were interested in periodic
updates that did not ask for money. P4 mentioned that she ac-
tually wanted to receive information from political campaigns,
but did not like the feeling that emails asking for donations
demanded a response from her. In general, P4 did not want

to receive any email that demanded action, such as providing
product or service feedback.

Often, participants did not remember the context under which
they signed up for a given mailing list or did not remember
signing up at all. For instance, P8 encountered a landing page
that asked him to enter the email address to unsubscribe. The
corresponding email message did not include the email address
to which it was sent, and P8 could not determine which of
his email addresses would be subscribed to the list, if he had
indeed subscribed in the first place. Participants tended to
characterize such messages that lacked a specific recipient
email address as spam.

Social media notifications were a common example of un-
wanted email that participants wanted to stop. Typically, par-
ticipants did not understand why they were receiving such
notifications:

“I get a lot [of email] from Facebook, and I’'m not even
on Facebook. But I get a lot of emails from Facebook
saying my wife has posted a new photo on Facebook or
one of my cousins has posted something on Facebook
...But I never gave Facebook my email address, so I
don’t even know why I get those.” (P8, Male, 60-69)

P8 was annoyed by the blurring of boundaries between social
media posts and personal email. Further, he did not appreciate
receiving email messages triggered by someone else’s posts
on another platform.

Other contexts in which participants wanted to establish bound-
aries were situations where they remembered using a product
or service or browsing a website, but did not remember sign-
ing up for an email subscription. P3 pointed out that some
websites would not permit access to their content without sub-
scribing to a newsletter or creating an account. In such cases,
participants were forced to set up an account if they really
wanted to access the content.

Insufficient Control over Boundaries

Consent is paramount for managing boundaries. Participants
stated that simply using an organization’s products or services
did not indicate their permission for the organization to send
them irrelevant email. Participants perceived unwanted mar-
keting email as inappropriate and felt betrayal upon receiving
such email. P8 pointed out that unwanted subscriptions can
result from email addresses being shared among organizations
affiliated with each other:

“I get a lot of that kind of stuff that I didn’t subscribe to.
It’s like, “Well why did I get this?” But somebody has
given them my email address.” — (P8, Male, 60-69)

P10 believed that the U.S. Postal Service was responsible for
distributing his email address for marketing (“I think the post
office gave it”).

Participants strongly disliked being automatically opted in for
list subscriptions:

“...as part of that they have your name, your email, so
you’ve agreed in some way, shape, or form to get promo-
tional [email] in some way because oh, hey, you bought



this, so let’s bombard you with this or that and that’s how
they got you. And now in order to get off of it, you need
to unsubscribe.” — (P7, Male, 30-39)

Similarly, P5 felt that his email address was often used without
consent:

“They must’ve secretly added me to some list I wasn’t
aware of...I was staying in a Hyatt hotel and without
asking me they signed me up for all of these promotional
emails and consumer feedback emails. I kept getting
them for about a week after staying at the hotel ...No
one at the front desk asked if I wanted to be signed up
for emails at least when I was checking in.” — (P5, Male,
30-39)

In the above case, PS5 wanted someone (the “front desk™) to ask
for consent to be added to an online mailing list and did not
consider physical presence or use of the service as a providing
the organization the permission to use his email address for
promotional purposes.

The desire to be asked for consent for email subscriptions
conflicts with the nature of the email protocol that lacks ex-
plicit gate keepers and access control. To further complicate
matters, automatic opt-in made it difficult for participants to
distinguish legitimate email from spam. For instance, P16
felt that he could not effectively distinguish between email he
had consented to receive versus that which he was forced to
receive.

Boundary Turbulence

Boundary turbulence refers to the problems and breakdowns
that arise when the co-owners of information disagree on
its use [15]. For example, P10 believed that email is for
interpersonal communication and should never be used as a
marketing tool, a perspective that commercial entities clearly
do not share. Participants in our study spoke of issues that
arose when the co-owners of their information, i.e., the senders
using their email addresses to contact them, continued to use
it in undesired ways.

Lack of Respect for Boundaries

Sometimes, unsubscribing required participants to click
through steps they felt were unnecessary. For instance, P2
encountered a case where she had to verify her information
three times to reach the unsubscribe confirmation page. Sim-
ilarly, unsubscribing from email sent by previously attended
educational institutions needlessly imposed a heavy burden by
requiring participants to log in. Such experiences underscore
that organizations are not motivated to make it easy to unsub-
scribe because that would decrease the audience for marketing
messages. In fact, participants suspected that organizations
intentionally made the processes difficult to find and enact:

“I don’t think a business will do that because they don’t
want to make it that easy to unsubscribe. The whole point
is they want you to get those emails. If you ask them to
stop, they have to. You have to give that consumer the
ability legally, but they don’t want to do that. So they’re
not going to make it easy, almost guarantee you.” — (P7,
Male, 30-39)

In addition to obscure and convoluted processes, participants
often encountered landing pages with messages attempting to
persuade them not to unsubscribe. Most participants strongly
disliked such messages and found them emotionally manipu-
lative and insincere:

“I really hate when they have stuff like, oh wait, I've
changed my mind, I don’t wanna unsubscribe. Or, we’re
sorry to see you go. ‘Cause I feel like they’re just trying
to do some emotional manipulation ...I just hate that.” —
(P4, Female, 30-39)

Social relationships posed another barrier to unsubscribing.
For instance, P1 reported remaining subscribed to unwanted
email because the subscription was initiated upon request of
a professional colleague and unsubscribing could have been
perceived as unkind and created conflict. Similarly, P4 found
it difficult to stop email from a mailing list because unsub-
scribing required writing an email message to a person:

“I had avoided trying to unsubscribe because I thought I
didn’t want to hurt their feelings, or because it’s people
that I personally spent time with.” (P4, Female, 30-39)

Fear of Malicious Actors

Participant behavior during the process of unsubscribing re-
vealed a number of implicit concerns related to privacy and
online safety. One of the major concerns was the legitimacy
of the email sender. P9, for example, feared an email message
was not legitimate because the images did not load properly.
Similarly, P18 was suspicious of email messages with unsub-
scribe links that were broken or was marked as suspicious:

“I couldn’t unsubscribe, because Google identified that
as a suspicious link ... generally I don’t click on links
from spam.” — (P18, Female, 20-29)

If P5 received unwanted email from an unrecognized sender,
he checked the domain from which the message was sent and,
if needed, verified its legitimacy via searching the web. For
example, before interacting with an email message sent from
‘facebookmail.com’ domain, P5 verified that it was indeed a
legitimate email from Facebook.

In one case, P9 encountered an email message containing a
link labeled ‘Safe Unsubscribe.” Safe Unsubscribe is a third
party service that senders of newsletters or commercial email
can use to provide one-click unsubscribe functionality?. How-
ever, the email message included no explanation, making P9
wonder, “What [is] the difference between Safe Unsubscribe
and just regular unsubscribe?”. She interpreted the ‘Safe Un-
subscribe’ label to imply that other subscription mechanisms
were perhaps unsafe.

Fear of malicious senders made it more likely that participants
would get rid of spam by deleting, instead of attempting to un-
subscribe and disclosing information to potentially malicious
actors. When asked to unsubscribe from email in their spam
folders, P5 and P7 were reluctant to even click on the email
messages from senders they did not recognize. They believed
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that the messages were sent to spam for a reason and did not
want to bother unsubscribing, instead choosing to delete them:

“It might be a phishing scheme and I don’t see any real
benefit to even trying to unsubscribe from those if they
even give me an option. I’'m afraid that by doing so
I’m probably just giving them more information than is
necessarily.” — (P5, Male, 30-39)

Participants were confused and often suspicious of messages
from a known service when they appeared to be sent by a
person they did not know. P2 felt that email from organizations
that appeared to be sent by a person was click-bait because
she expected email from individuals to be personal email:

“...Igetalot of emails from people I don’t know because
I work with prospective students and current students, so
people email me, so I always open up the email, espe-
cially if it’s just a person’s name.” — (P2, Female, 60-69)

P2 reported being confused and annoyed upon realizing that
the ‘person’ sending her email was actually a marketing cam-
paign. Others believed that such email is designed to scam the
recipient and elicit information:

“...if somebody ...started sending [email that] looked
like it was an email from this person ...I went, wait, is
this [a particular] person? ...I think they’re scams to
try to get you to succumb so that you will give them
information. — (P6, Female, 60-69)

Boundary Violations

Boundary violations occurred when someone made an attempt
to assert a boundary by expressing the intention to unsubscribe,
but the sender continued to send email or ask for additional
information. When participants were trying to establish a
boundary by unsubscribing, they did not expect to be asked
for more information or receive more email from that sender.
For example, P2 encountered a case where unsubscribing
required filling out personal information like name, address,
and email address, leaving her confused about the need for the
information given her desire to stop further communication.

Unsubscribing is often accomplished through third party sys-
tems that present landing pages requesting feedback from
those who unsubscribe. The older participants, P6 and P8,
were willing to provide a reason for unsubscribing, but most
others were annoyed about being asked to input information.

Upon unsubscribing, especially from mailing lists, many par-
ticipants received email messages confirming that they had
unsubscribed which seemed to defeat the purpose of unsub-
scribing. Once unsubscribed, participants were “... usually
past whatever phase in my life that I don’t need that service or
product anymore” (P1). While participants wanted and appre-
ciated a clear confirmation during the unsubscribing process,
they did not want additional email after unsubscribing.

IMPLICATIONS

The findings of our study illustrate that poor implementation
of unsubscribing mechanisms prevents users from establishing
desired email boundaries. Providing users with more effec-
tive support for stopping unwanted email would help them

regain some autonomy when dealing with commercial and
institutional email. To that end, we offer several suggestions
for improving the user experience and effectiveness of the
unsubscribing process in a variety of ways. These recom-
mendations are based on ideas mentioned by the participants
during the study and captured in the data analysis processes.
Where needed, we have included additional detail to make the
recommendations actionable.

Misalignment between business interests of companies and
desires of users may mean a lack of sufficient incentive for
commercial entities to act upon the recommendations we offer
below. Nevertheless, we argue that it is valuable to document
these ideas. We have left some of the suggestions intentionally
broad in order to facilitate further discussion on feasible con-
crete implementation. It may be that companies can find ways
to provide users with greater email boundary management by
addressing some of these issues in a manner synergistic with
broader business considerations.

Standardize the Process of Unsubscribing

Even in our relatively small scale investigation, participants
encountered a large variety of mechanisms for unsubscribing.
While some processes were common across several senders
due to the use of the same third party services, others were
custom and typically did not follow consistent conventions.
In the most egregious cases, the unsubscribe process required
mandatory disclosure of personal information or performance
of steps unnecessary to fulfill the unsubscribe request. Devel-
oping a standard set of design patterns for the user interaction
of the unsubscribe process can help achieve the consistency
and familiarity that users seek. Standards for collaboration
that ensure appropriate organizational communication and co-
ordination among employees who craft the email messages
and developers who design and implement the unsubscribe
functionality can help as well.

In addition, email platforms could facilitate unsubscribing
from unwanted email by leveraging computational capabilities
and/or automate one or more parts of the unsubscribe process.
Many email clients already inspect email messages for an
unsubscribe link and prominently present it separately from
the body of the message. Such a functionality could be en-
hanced by incorporating a “one click” unsubscribe button that
automatically handles the interaction of the unsubscribe pro-
cess behind the scenes. Development of standards could help
increase interoperability across email platforms with the po-
tential for implementing a common Application Programming
Interface (API) for automated unsubscribing. Such automa-
tion can help fulfill the desire expressed by participants to
achieve unsubscription with the same efficiency as deleting
email messages or flagging spam, which can be performed in
bulk by selecting multiple messages. While the third party
service unroll.me’ offers similar functionality, it requires that
users grant it access to their inboxes, thus compromising users’
privacy. Incorporating automated unsubscription capabilities
into the email clients avoids exposing email to third parties for
these purposes.
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In addition, automation could be applied to implement track-
ing mechanisms such that unsubscriptions are monitored by
the email client to ensure that the respective senders have
stopped sending the unwanted email messages. Several par-
ticipants noted a desire to track future email to ensure that
the unwanted email messages did indeed stop. Such tracking
could be implemented as an additional feature within email
clients, thus relieving users of remembering each unsubscribe
request and being on the lookout for a violation. Once users
establish a boundary by unsubscribing, they need to be assured
that the other party will continue to respect that boundary.

Follow Good User Interface Design Principles

Several of the frustrations experienced by the participants
could be addressed by improving the user interface of the land-
ing page reached by clicking on the unsubscribe link. Ideally,
a landing page should ask for nothing more than a confirma-
tion of the intent to unsubscribe in case a user arrived at the
page due to an accidental click. Moreover, the text should be
worded concisely and clearly to avoid confusing users about
whether the selections lead to opt-out. The buttons on the
landing page should provide only the options to confirm and
cancel the unsubscribe request. Seeking mandatory additional
input, such as reasons for unsubscribing and email address
for confirmation, should be avoided. While such input is an
avenue for companies to solicit feedback, it should be optional
because users are typically uninterested in extra steps beyond
clicking the unsubscribe link to opt out. Similar attention to
wording and feedback is necessary for the unsubscription con-
firmation page reached via the landing page. The confirmation
page should help users confirm quickly and confidently that
their unsubscribe request was successful.

User interface improvements to email messages would make
it easier for users to assert email boundaries. Better format-
ting can make it easier to identify the unsubscribe link within
a message and signal the consequences of clicking the link.
Such signals help set expectations regarding the likely result of
clicking the link, such as going to a webpage, composing a new
email message, etc. Email messages could include additional
relevant information such as a clear indication of the email
address to which the message was sent, a snippet describing
why the user is receiving the email, etc. Apart from helping
users, such transparency could help senders establish legiti-
macy and trust and avoid being characterized as a spammer
or scammer. In addition, unsubscribing mechanisms should
avoid user experiences that break expectations and resemble
strategies used by malicious actors, such as surprising page
redirects or non-standard URLs.

Allow Users to Set Clear Boundaries

Participants wanted to be explicitly asked to sign up for com-
mercial email. Further, participants wanted their consent to
apply to only the specific context in which it was given, and
not be treated as a free pass to sell their information to third
parties. Appropriate consent mechanisms can avoid situations
where users are unable to recall signing up for a specific email
message. Participants wanted to know what to expect after
consenting to an email subscription. To that end, user inter-
faces for email subscriptions should be designed such that

users have the ability to choose the content of interest along
with an acceptable frequency for receiving the content.

Participants found it difficult to avoid receiving large amounts
of unwanted email in order to receive email of relevance to
their interests and needs. For instance, some participants
wanted email about promotional offers but could not sign
up to receive just that information without the various other
unwanted email messages from the respective companies. Pro-
viding granular subscription choices can help senders fulfill
specific user needs without bombarding them with unwanted
email in the process. In this regard, senders need to be pre-
cise about the types of email messages connected to specific
subscriptions. For instance, senders should clearly indicate
whether an unsubscribe request would result in being unsub-
scribed from all communication, including updates on pur-
chases, or just from specific types of email messages. Without
such clarity, users remain apprehensive that an unsubscribe
request may accidentally lead to missing something of impor-
tance.

Privacy legislation often includes regulations regarding com-
munication boundaries that commercial entities must respect.
For example, the European Union’s General Data Protection
Regulation (GDPR) [20] requires consumers to opt in to re-
ceive marketing communication and permit sharing of their
personal information, including email addresses, with third
parties. Laws and reglations in the United States typically
do not prohibit initial opt-in without consent but do generally
require that commercial entities provide a clear opt-out and
respect the wishes of those who avail of the option. The U.S.
CAN-SPAM Act of 2003 mandates that senders honor opt-out
requests, but in many instances, the participants in our study
believed that their requests were processed too slowly or not
honored at all. Additional laws and regulations specifically
targeted at unsubscription could perhaps be used as a vehi-
cle to incentivize standardization and facilitate more effective
enforcement.

CONCLUSION

Users struggle to manage unwanted email, leaving them with
a sense of decreasing control over their inboxes. Even though
participants in our study were relatively familiar with the
process of unsubscribing, user experience issues prevented
effective use of available mechanisms to establish and assert
effective email boundaries. The barriers to unsubscribing
uncovered in our study underscore the need for increased
attention by commercial entities and email providers to making
unsubscribing truly functional for end users.
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